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05 (Observability) H|QI7t Egress) BfX| = 10X + Suricata IDS/IPS AA|ZHA|DLIX Xt
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VIEW 01 - LOGICAL & COMPONENT ARCHITECTURE (HUB-AND-SPOKE & 4-ZONE SEGMENTATION)

4
[+=2] H] Hub-and-Spoke A& U ERY I AlIHH N U AZHE F 25

PERIMETER & EDGE DMZ ZONE (— CENTRAL TRANSIT & SECURITY HUB \ ISOLATED WORKLOAD & DATA SPOKES
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COMP-01 - GLOBAL EDGE Transit Gateway - BGP Router ! COMP-07 - APP & DATA
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2.2AnHE F1EI27 9l Ml HM|E (Component Specification Catalog)
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- FHH: H|QI7E 2| F |2l 3 C&C M S A
Drop ¥ SIEM Z& g

- Al@: SPIFFE ID
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X.509 QIBM 2442t 7| XtE &8t

- MS: iptables M2l 2tH HH X kube-pr
CHAl 2F
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S 27 M (Core

Responsibilities)

- Routeb3

Resolver 7|gtsto|E
2|= et Split-
Horizon AH& DNS Z2|
sg

- AWS Privatelink
(Interface/Gateway
Endpoint) £ E3t QIE]
Y 0IZR AH A2 o

=
=)

« HIEL|A THETL Ml
= Private App
Subnet 1} 2t A4
Isolated Data
Subnet £2|

- |O|E{ A|E2 Security
Group ID &= giAoZ
ot 518 App IHEQ| E
E HI0 o

- 2I3|0|A T30 2}RE
ot 22 E Transit
Gateway 7t M& 22| &
M A

« 3 2|M 271( 10Gbps
Direct Connect x

2 ) Active-Active 2<%
S0 IPSec VPN HHf 7
s

. ¥5: S3, DynamoDB, ECR, KMS %! LHE =
MSA AP| dlEZQIE XA
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- Z2|: Data Subnet 2t2& H|IO|20l= IGW 5
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2.3 BZ HE9|3 1aC(Infrastructure as Code) CIHMER]| X HA|
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infra-network-platform/

— modules/

| | transit-hub/ # [COMP-03, COMP-04] TGW, VRF Route Tables, Network Firewa
|  |— spoke-vpc/ # [COMP-02, COMP-07] 4-Tier Subnets (DMZ, App,
| | hybrid-dx/ # [COMP-08] Direct Connect Gateway, Transit VIF, BGP + BFD
| | privatelink-dns/ # [COMP-06] Route53 PHZ, Inbound/Outbound Resolver, VPC En
| L k8s-cilium-mesh/ # [COMP-05] Cilium Helm Values (eBPF, ENI), Istio Ambient,
— environments/
| | prod/ # 2%7 (10.10.0.0/16, Pod Secondary 100.64.0.0/16)
| | staging/ # 7437 (10.20.0.0/16, Pod Secondary 100.65.0.0/16)
| L— shared-security/ # B Hol/HEY 52 (10.100.0.0/16)
L policies/

|— opa-terraform/ # [NET-RULE-01~05] Terraform Plan A% HOt/2ZILE

L— cilium-policies/ # K8s U|YAmo|AH Default-Deny % L7 Zero-Trust &

HI3Z. T2 MIA 3 2HEQ] mfo|afol 47| (3. Process & Runtime Sequence View)

3.1 4= (North-South) Q12| A 3 SA{(East-West) i3l X{2| 8TA| mio|zzfol

Data, TGW-A

o SH I3 2IRE SE: 9|8 S2H0|HE ™2 STEP 1(GSLB/CDN) HE{ STEP 4(Ingress Gateway) 7HX|Q| &= (North-
South) Z| Hot HlolS Enist |, 22{AE LR STEP 5(Cilium eBPF) @t STEP 6(Zero-Trust mTLS) £ HA{ &t

A= me 5l AKE HIO[E| AIE( STEP 7~8 )= MYE.

VIEW 02 - PROCESS & PACKET ROUTING PIPELINE VIEW (8-STAGE SEQUENCE)
[Z2HA J] D5 (N-S) Q2 A LD ZA(E-W) AH]A HIA] 3§71 A 2] mho] =}l

PHASE 1 - NORTH-SOUTH INGRESS, DDoS SHIELD, TLS TERMINATION & API GATEWAY

STEP 1 - GSLB & CDN STEP 2 - EDGE WAF STEP 3 - DMZ LB STEP 4 - INGRESS GW
Anycast DNS - Edge OWASP L7 Firewall Multi-AZ NLB / ALB Envoy Gateway API
XA J|gk 2tEl - L3/L4 Wof Bot AtEt . IP Rate Limit TLS 1.3 &t - Cross-Zone WT #E - sio/ZEE 2teE

(— PHASE 2 - EAST-WEST eBPF KERNEL FORWARDING, mTLS ZERO-TRUST & EGRESS GUARD

STEP 8 - EGRESS GUARD STEP 7 - PRIVATELINK STEP 6 - STRICT mTLS STEP 5 - eBPF CNI
F{CSH RN SO\ N LT - | Data Subnet Endpoint ztunnel - SPIFFE RBAC Cilium Socket LB

SIO|EZ|AE THjQlTt &g DB/Redis M8 AMM x4 X.509 &% QIF . L7 Policy iptables 23 - 0(1) ZY

LEGEND — H82(N-S) 2O A m3l 2  —— SAM(E-W) eBPF % mTLS 915 7t --- Egress GW 2/ THQl SEx Z=2

View 2 TENA 5 — LHE(N-S) @132 A & SA(E-W) AH|A O|A| 8EtA| mHZ) X{2| mto|Z2}ol



3.2 THAIE o3l x{2] 2 Efof2/= ot A2k HM|E (Packet Pipeline Specification)
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STEP

STEP

STEP

STEP

STEP

STEP

EHAIE

(Stage)

GSLB &
Anycast
Edge

Edge L7
WAF Shield

DMZ Load
Balancing

K8s
Gateway
API

eBPF
Kernel
Dataplane

Zero-Trust
mTLS Mesh

Xg| HE
E

Route53 +
CloudFront
CDN

AWS WAF /
Cloudflare
WAF

Multi-AZ
NLB / ALB
( COMP-02 )

Envoy
Gateway
( COMP-05 )

Cilium
eBPF CNI
( COMP-05 )

Istio
ztunnel

+
Waypoint

Client HTTPS
(TCP 443 /
QUIC)

Decrypted
HTTP/2-HTTP/3
Request

Edge IP Prefix
TLS 1.3 EziH

HTTP Request +
traceparent

Pod-to-Pod /
Service VIP
Packet

HBONE ( HTTP
CONNECT over
mTLS:15008 )

ZER i3 X|2| & L EIRI0fR /=t
4

- Latency-based 228 % Anycast
BGPZ %|tt AH2| oIX| POP A&

- L3/L4 SYN Flood 0] & ™ =&
= OlIX| FHA| ZA| SE

« OWASP Core Rule Set(SQLi,
XSS), Bot Control, Geo-IP ZE{Z!
=

- 220|HE IPY Rate Limit(X&
300 req) =2 {5 AA|ZH HA}

« TLS

1.3( TLS_AES_256_GCM_SHA384 )
BTt 3! X-Forwarded-For HZE

- Idle Timeout: 6@s , Cross-
Zone EEMHA Sl B} HAK I (5X

F71)

. HTTPRoute 7|2 &f|H/EE 2tRE],
FiLiE] 7HE K| 2 (0ll: 95:5)

« OAuth2/0IDC JWT AH Z#Z 4
W3C traceparent 24t &

el

- kube-proxy (iptables) E %
|5t eBPF SiA HIOIE( 0(1) )2
Z2XX| Pod IP 2 Z Hzt

- S LE W EM Al sockops A7

2|CIO|MEZ TCP/IP AE i

« &AM TOtE 7t SPIFFE X.509 ¢!
M MT AZ U TLS 1.3 HEH
. AuthorizationPolicy E &=

S E A AHIA A

O — =

£ ALY

ofl2] 7|

Failover

S A MY
SIH = =
STEP 3 /¥
gt Al GUZ]of| A
ZA| HTTP

403/429 *}
ct

HIEY 718
H(AZ) EFZ
ZA Hel =
A K8s
Ingress ==
Z STEP 4

MH|A VIPE
2t/ STEP
5)/0[IZ Al
HTTP 401

ZEE
A 0.1ms 0|
ot T S
[ L3/L4 HX
Syt HzIe

XDP_DROP

e
N
_‘_'__I
=

m
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t2U ZEo| L
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o H
N om
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CHA| tHAE el Hxe e o3l jT2E HERY T2l AM2| & X Eop2/2et =3 Y KITH
ID (Stage) E = Al T oll2| A2k
(Output /
Drop)
( ServiceAccount ) L HTTP access
Method A& denied
(403)
STEP  PrivateLink = VPC TCP 5432(DB) - Isolated Data Subnet LHENI = CO|E{ AZ
7 Data Endpoint | 6379(Redis) AEZQIEEZTE ALY A 3 Security
Access ( COMP-06 , | 9094(MSK) - TCP Keepalive (idle=60s, Group0ll S5
07 ) intvl=10s, cnt=6) HECZ {F  El App SGtt
7 4M BHE X HE 2, 1
Q| 2l FA|
Drop
STEP  Controlled Egress GW = QIR MIEL{ APIS . THEQ| X|H QR QIE{Ul EAXIEH 2 DSE QR T
8 Egress + Network Z ( HTTPS = °|F =£2 M Egress el (of]: oA
Guard Firewall 443 ) Gateway OIEZ TS AJBE LR
- COMP-04 stHol|A s{2El 2E)3E A
FQDN L2l 3l0|ER|AE(SNI Z4ZE) DNS/SNI
Tt NAT GWZE S3t Aol SAl Xt
£t

4%, Hio|E 3 M of7|ElA AHA| (4. Data & Persistence View)

4.1 MAHIPAM CHY &2, VRF 212E! T2l 22| 9 PrivateLink =T

o HIES|3 HIOJE] 7 BAM|: HIESZ of7|HXofAe] A H|0[E] Xtitl IP 4 ZZHIPAM CIDR), VRF 2t2E H|0|Z(Route
Table), DNS &|ZE=(Split-Horizon PHZ), AHd AIEXOIE (PrivateLink) S A|E315t0] IP SES 21X @hX|5t1 2t 7t Eafjm]

=S ket



VIEW 03 - IPAM CIDR HIERARCHY, VRF ROUTING TABLE & PRIVATELINK ARCHITECTURE
[Blole] 7] AL IPAM thS A2A), VRF 2h8 22| 9 PrivateLink +£%

(— IPAM CIDR ALLOCATION & VRF ROUTING ISOLATION

ENTERPRISE SUPERNET PROD VRF TABLE NON-PROD VRF TABLE SHARED & HYBRID VRF
10.100/16 - 172.16/12

10.0.0.0/8 - 100.64/10 10.10.0.0/16 (2A) 10.20.0.0/16 (AZA)
AL B8t IPAM B gt DMZ /20 - App /18 - DB /20 Dev /18 - Staging /18 HOb/BEM 3|H . IDC CHY
Pod Secondary CIDR &2 Non-Prod CHe) 2tR&l Xich 2% pB M2 M AHz| BGP Community EfZ |0f

SPLIT-HORIZON DNS & PRIVATELINK DATA PLANE

= = — = = =] =

SPLIT-HORIZON DNS VPC INTERFACE EP VPC GATEWAY EP ISOLATED DATA TIER
Route53 Resolver AWS PrivateLink (ENI) S3 - DynamoDB EP Aurora - Redis - MSK
Us/els Sojel 8 22| SaaS/Et AH BB o 212% ElojZ Prefix Xz 0.0.0.0/0 Z= A M
Inbound/Outbound YNEZQIE Il HAK(Hairpin) 0% NAT Gw Cio|f 22 Az SG ID 7|8t %A A3 &

s

LEGEND — A& DNS % PrivateLink ®Z && —— 29%7(Prod) VRF % GO AZ HZ --- BGP 2t€ Xot % VRF FM Hielg

View 3 H|O|E| F — ™A} IPAM #THYI(CIDR) Y &g, VRF 2t 8 22| 3 PrivateLink CHI0|E X%



4.2 MAFIPAM CHS stct

NET-
DATA-
01

NET-
DATA-
02

NET-
DATA-
03

NET-
DATA-
04

HES3 o

A AS

Production
VPC (29
A)

Non-Prod
VPC (i)

d3A)

Shared
Security &
Edge Hub

On-
Premises
IDC &
Branch

% VRF 228 -DNS

it CIDR Y (RFC

1918 /| 6598)

« Primary:
10.10.0.0/16
(65,536 IPs)

- K8s Pod:
100.64.0.0/16
(CGNAT)

- Staging:
10.20.0.0/16
- Dev/QA:
10.30.0.0/16
- K8s Pod:
100.65.0.0/16

Security/Inspection:

10.100.0.0/16
- Shared
Tools(Cl/Obs):
10.101.0.0/16

« Primary IDC:
172.16.0.0/16
- DR IDC:

172.17.0.0/16

X{XH o

o=1 o

MEY 23 37 (3 AZs CHE)

- Public DMZ: /20 (AZZ

/22)

- Private App: /18 (AZH

/20 )

- Isolated Data: /20 (AZH
/22))

. TGW Attach: /24 (AZ#

/28)

. Public DMZ: /21 (AZH
/23)

- Private App: /18 (AZH
/20 )

- Isolated Data: /21 (AZ"
/23)

- Firewall/GWLB: /24 (AZ
E /26)

- Centralized Egress NAT:
/22

Management/Observability:
/20

- Legacy Core Tier: /18

- Enterprise DB Mainframe:
/20

- DX Transit VIF Link:
169.254.x.0/30

MIE (IPAM & Routing Specification)

VRF 2t2¢! H[o]

U 22| W

o=

« VRF: rtb-tgw-prod HIQIZ

- Non-Prod(10.20.0.0/16) &
A=) 28 K71 (Blackhole M)

- K8s IIEE= 100.64/16 Seconc
CIDRE A2t RFC 1918 1 &b

- VRF: rtb-tgw-nonprod HQIE
- 297( 10.10.0.0/16 ) U 2m¢
& DB o =9 I3l ME 100% *|
- Shared Security VPC(10.10

oh Yoty AR sS4 58

« VRF: xrtb-tgw-inspection H
- B E Spoke 7t Wkt E{TIO| 1kt2
Appliance

Mode( ApplianceModeSupport=
23t E H|CHA 2t2E (Asymmetric
Routing) &X|

- VRF: rtb-tgw-hybrid HIQIZ
- BGP Community E{1

( 64512:100 =Active,
64512:200 =Backup) & AS_PA’
Prepending Q& F/ojH| MM &,
2 S|



H|5Zt, 22| HiE Y s|Ze=M. 2EM M| (5. Deployment, Resilience & Observability View)

5.1 Multi-AZ Active-Active 22| EE2X]| 9 slo|=22|= 0|=3} Ctojo{ 13
o 2| x| ¥ 1712M HA|: R E SEIRE HEQ3 ¢lZet= 37 7I8HH( AZ-a, AZ-b, AZ-c ) CHEE Active-Active 1=

2 Wi, 2mg|0|A Ho|EMERI= N2 CHE 2| ZAHPOP)O| +82& 7Y 10Gbps Direct Connect 2|4 + IPSec VPN
HHHO = HZAE|

VIEW 04 - MULTI-AZ HA TOPOLOGY, HYBRID DX RESILIENCE & TELEMETRY

[B) = H] Multi-AZ Active-Active 22| EZ2X U YEQ I AZA AAE

—_ =

HYBRID & EDGE INGRESS

(— MULTI-AZ ACTIVE-ACTIVE CLOUD CORE = NETWORK OBSERVABILITY & NDR
)
MULTI-AZ ACTIVE-ACTIVE (3 AZs) FLOW & PACKET TELEMETRY
GLOBAL EDGE & DDo$ AZ-a - AZ-b - AZ-c CHE i X| I .| VPC Flow Logs - Hubble
Anycast BGP - Shield AZ¥ =2 NAT GW - NLB - TGW ENI L3/L4/L7 Z2 N3 27
Multi-Region HAX|Z AZ-local @M 2fRE (Wt HIg H) eBPF 712 DNS/TCP XIH A%
SYN Flood / UDP ZE o] l .
( 7
ACTIVE SYNTHETIC PROBE
HIGH-SPEED KERNEL DATAPLANE R
. L1, . Blackbox - PingMesh
Cilium eBPF + Envoy Mesh N
n » AZ 2t / dsto|=E2|=E RTT &3
XDP T2l 7t& - Maglev €t o4 A .
IH3 24E(Loss > 0.05%) ZAl
DUAL DIRECT CONNECT )
2x 10Gbps DX + IPSec i
A Cr2 £ Al AL
12 e =2 Erf(PZP) T{ci FAULT ISOLATION & CHAOS GUARD NDR & SIEM AUTOMATION
BFD(300msx3) K= ZAZ HA . A L .
- AZ Zonal Shift - Circuit Breaker Suricata - Grafana - SOAR
T AZ Folf Al 30x L X5 ZHzE| ol Ez{m Xttt - XtE Az

HEIY 22 S (SLO) - Y J7H8M 99.99% | SA(E-W) P99 X < 2.0ms | MEM HA|(RTO) < 3.0s | I | < 0.01% }
LEGEND — CQIEY & M8M 22| @3 —— Multi-AZ Active-Active I3l 22 --- Z22 ZI(Hubble) ¥ &4 Z=ZH=

View 4 HiZ F — Multi-AZ Active-Active 22| EEZX|, 5l0|EE2|E HEM 0|53} X HIESR



5.2 Zero-Trust Eot, 2=t X0l 2| (Resilience) X HIE|3 XM AN| M|

Zero-Trust OFO| 2 M| IHE| 0| M(mTLS + eBPF) & Multi-AZ XI5 Ztoff HA|- 2&M JjH T

o S|ZEHM.HOL2EM AIX|L|0{2! mi2}0|E] HM|E (Network Engineering Specification)



CE P Mg UEH  EE 4% n2tojE 2 2K B S5 9 Toj 22| 74

3|
ID E (Parameter Specification)
NET- slojHE|E M Direct - eBGP Keepalive: 10s, Holdtime: - d7A0|5 Bt EE= FHH| &
RES- S8MXn&H  Connect+ 30s Of 24 A] 7|& BGP EFO|H
o1 H| (BGP + Core o QUISE TRIE ZIX|( BFD ): Interval (30~90%)E 7|Ct2|X| &1
BFD) Router 300ms x Multiplier 3 = 900ms 0.9x Lj A3 CH2 ZX| >
« Primary DX1/DX2 ECMP &4 + Backup 3.0 O|Lf 2=t 23] 2tz

IPSec VPN( AS_PATH +2 ) CH7|

NET- il Jledd NLB/ALB - TGW Attachment 2 NAT Gateway 371 - EX™ AZ M H2t Zof =
RES- (AZ) Zol A + Route53  AZ =& H{E (Cross-AZ 2|&H 0%) = I3l S3= W Al 30x
02 2| (Zonal ARC + . Topology Aware Routing O|LH st AZ2| NLB DNS
Shift) TGW (service.kubernetes.io/topology- HAE 9 dl=EZolE JIEK|

mode: Auto) E4st £ 0%= Z2|5to] Bt Fat
- AWS Zonal Shift %! Istio AZ=ZE 100% Mgt

OutlierDetection(consecutiveb5xx:

5, baseEjectionTime: 30s)

NET- 2527284l  K8s - VPC LHE FE Z2j|Ql: MTU 9001 | DX - HEY
RES- Egagdgl Worker Transit VIF: MTU 8500 /IPSec VPN: (GENEVE/HBONE/VPN) 3
03 MTU EZ3} Node MTU 1400 (TCP MSS Clamping 1360) g AR s ko
sysctl - net.core.somaxconn = 65535, (Fragmentation Drop) 0%
& CNI net.ipv4.tcp_tw_reuse = 1 2
- net.ipv4.ip_local_port_range = - itz SA| AZE (108
10240 65535, tcp_Keepalive_time = Conntrack) Al Ephemeral
60 Port 1Z 2! SYN Backlog
EE WX
NET- HAZIEER VPC Flow - Flow Logs: 1&2 &7 7|, pkt- o YT AAK|: AZ ZHTHA &
RES- EEMYUsS Logs v5 + srcaddr , pkt-dstaddr , tcp-flags, AME > 0.05% , DNS ¢t
04 oz2d Cilium az-id , sublocation-id =& L £Z X P99 > 15ms ,
(Telemetry) Hubble + . Hubble Metrics: Cilium Policy Denied
PingMesh dns_queries_total , =3 Al PagerDuty/Slack &
drop_total(reason) , Al ZE EH

tcp_flags_total ,
http_request_duration_seconds
- PingMesh: ™ LE/AZ ZH 1% 7|
UDP/TCP gt TH3l &4

Hl6%t. B= ClEjH|o|A 8! FE HIEES] HA| (6. Standard Interface & Code Specification)

6.1 HEg|3 elx2l(laC) X Zero-Trust MM BZFE IC EFOZIE

o [Template 1] Hub-and-Spoke Transit Gateway % Inspection VRF #2| ( Terraform HCL — COMP-03 , COMP-
04)



HCL

resource "aws_ec2_transit_gateway" "enterprise_hub" {

description = "Enterprise Central Transit Hub (SAD-NET-2026-001)"
amazon_side_asn = 64512

auto_accept_shared_attachments = "disable"

default_route_table_association = "disable"

default_route_table_propagation = "disable"

dns_support = "enable"

vpn_ecmp_support = "enable"

tags = { Name = "tgw-enterprise-hub-prod", Standard = "SAD-NE

# Inspection VPC Attachment: H|CHE 2t WX[E ?loll Appliance Mode Z st
resource "aws_ec2_transit_gateway_vpc_attachment" "inspection_hub" {

transit_gateway_id = aws_ec2_transit_gateway.enterprise_hub
vpc_id = var.inspection_vpc_id

subnet_ids = var.inspection_tgw_subnet_ids # 3 AZs
appliance_mode_support = "enable"

transit_gateway_default_route_table_association = false
transit_gateway_default_route_table_propagation = false

# Prod VRF ZI2& HIO|2: Non-Prod(10.20.0.0/16) £%E Xt 2 7|2 Z=Z Inspection Firewall ZH|
resource "aws_ec2_transit_gateway_route" "prod_block_nonprod" {

destination_cidr_block = "10.20.0.0/16"
blackhole = true
transit_gateway_route_table_id = aws_ec2_transit_gateway_route_table.prod_vrf.id

resource "aws_ec2_transit_gateway_route" "prod_to_inspection_firewall" {

destination_cidr_block ="0.0.0.0/0"
transit_gateway_attachment_id = aws_ec2_transit_gateway_vpc_attachment.inspection_hub.i
transit_gateway_route_table_id = aws_ec2_transit_gateway_route_table.prod_vrf.id

o [Template 2] Cilium eBPF L3/L4/L7 OI0|3ZM|1HE||0]M 5! DNS Egress S&| ( YAML — COMP-05 )



YAML

apiVersion: cilium.io/v2

kind: CiliumNetworkPolicy

metadata:
name: order-service-zero-trust-policy
namespace: prod-commerce

spec:
endpointSelector:
matchLabels:
app.kubernetes.io/name: order-service
env: prod
ingress:
# [Ingress T&l] 2% API Gateway 2! Payment AMH|A(SPIFFE QIZ ut=)9| X|HE HTTP HZED 52
- fromEndpoints:
- matchLabels:
app.kubernetes.io/name: api-gateway
io.kubernetes.pod.namespace: istio-ingress
toPorts:
- ports:
- port: "8080"
protocol: TCP
rules:
http:
- method: "POST"
path: "/api/vl/orders"
- method: "GET"
path: "/api/vl/orders/[0-9a-zA-Z-]1+"
egress:
# [Egress & 1] CoreDNS Z2| 518 % 5{2& 2F PGAI =Ml THEETH DNS SE 7I2X7| &
- toEndpoints:
- matchLabels:

io.kubernetes.pod.namespace: kube-system
k8s-app: kube-dns

toPorts:
- ports:
- port: "53"
protocol: ANY
rules:
dns:

- matchPattern: "*.rds.amazonaws.com"
- matchPattern: "api.tosspayments.com'
# [Egress T#&l 2] Isolated Data Subnet(10.10.128.0/20) L Aurora PostgreSQL(5432)2t At ¢

- toCIDRSet:
- cidr: 10.10.128.0/20
toPorts:
- ports:
- port: "5432"

protocol: TCP

[Template 3] Istio Ambient Strict mTLS Z#H| % K8s Gateway API 7iL}2| 2tE! ( YAML — COMP-02 , COMP-
05 )



YAML

apiVersion: security.istio.io/vil
kind: PeerAuthentication
metadata:
name: global-strict-mtls
namespace: istio-system
spec:
mtls:
mode: STRICT # 22{AH W ZE SA(East-West) HE(Plaintext) £ 100% HE
apiVersion: gateway.networking.k8s.io/vi1
kind: HTTPRoute
metadata:
name: order-api-canary-route
namespace: prod-commerce

spec:

parentRefs:

- name: prod-external-envoy-gateway

namespace: istio-ingress

hostnames:

- "api.company.com"
rules:

- matches:

- path:

type: PathPrefix
value: /api/vl/orders
timeouts:
request: 5s
backendRequest: 3s

backendRefs:
- name: order-service-stable
port: 8080
weight: 95
- name: order-service-canary
port: 8080
weight: 5

HN|7%. o7 |ElA MetM 4= 8l 7|& A HA| (7. Architecture Fitness & Tech Stack BOM)

7.1 OPA(Open Policy Agent) [ Conftest 7|t HE|3 MEM RIS Z4Z 174 (Fitness Functions)

BE HEYA Terraform HZA AFEH( tfplan. json )3} Kubernetes HIER3 OjL|HAE = of2f 5L AtS3t HS 7#%l( NET-RULE-
@1 ~ NET-RULE-05 )2 Sxldliof stH, T 171012t f|E A| CI/CD IfO|Z2tI0l|A] QI2t HHILTF ZA| KHEHEL



751D

NET-
RULE-
01

NET-
RULE-
02

NET-
RULE-
03

NET-
RULE-
04

NET-
RULE-
05

Peering M

=2

Public
Ingress
0.0.0.0/0

22| ZE i

=X

HIOJE] MEL
QJ5t QIE|L A
=

( IGW / NAT)

HE 3%

DZ=EM Y
AHjo|A
Default-
Deny Y
Strict mTLS

oA
=T

VPC Flow
Logs ¥
Multi-AZ 3
S35} x| ZH|

aws_vpc_peering_connection

aws_security_group_zrule ,

aws_vpc_security_group_ingress_rule

aws_route , aws_route_table

CiliumNetworkPolicy ,
PeerAuthentication

aws_vpc , aws_lb,

aws_ec2_transit_gateway_vpc_attachment

Slat o X (Violation
Condition)

&Y Transit Gateway( COMP-03 )
£ ?3l5t=
aws_vpc_peering_connection
2|AATFAE0]| ZEHE Al

0.0.0.0/0 E= ::/0 SCHAMC
2 SSH(22) , RDP(3389) ,
DB(3306, 5432, 6379) EEJ}

SHEE Al

Isolated Data Subnet 0O HZ
&l 2tE Hlo|=0|
gateway_id(igw-*) EE=
nat_gateway_id(nat-*) ZdZ
7H E/E Al

prod-* UQUAHO|A M Al 7|2
Ingress/Egress Ap-t A o=
PeerAuthentication(mode:
STRICT) 7t 2 Al

M VPC 44 Al aws_flow_log
7} 52t2| AL, NLB/ALB/TGW
Attachment?| MEUll 7j4=7} 374
AZ O]2HY A|



REGO
package enterprise.network.fitness
import rego.vl

# [NET-RULE-01] Spoke Zt ZI& VPC Peering MM M Xth (BIEA| Central Transit Gateway Zd&
deny contains msg if {
some rc in input.resource_changes
rc.type == "aws_vpc_peering_connection"
rc.change.actions[_] != "delete"
msg := sprintf("[NET-RULE-Q1 %IEt] =& VPC Peering(%s) MM 2X|: RE @ 7t ¢1Z2 Central Tran:

# [NET-RULE-02] 0.0.0.0/0 Cha Z2[/CIOE{H|O|A EE JHgh M KL
forbidden_public_ports := {22, 3389, 3306, 5432, 6379, 9092, 27017}

deny contains msg if {
some rc in input.resource_changes

rc.type == "aws_vpc_security_group_ingress_rule"
rc.change.after.cidr_ipv4 == "0.0.0.0/0"
port := rc.change.after.from_port

forbidden_public_ports[port]
msg := sprintf("[NET-RULE-02 2[ft] ETIE(%s)0M 0.0.0.0/0 Cha A ZE(%d) 7Heo| ZXIE", [rc

# [NET-RULE-@3] Isolated Data Subnet 2tRE E0|2 Li IGW / NAT Gateway ZZ ¥Z 3X|
deny contains msg if {
some rc in input.resource_changes

rc.type == "aws_route"
contains(rc.address, "isolated_data")
after := rc.change.after

(after.gateway_id != null; startswith(after.gateway_id, "igw-"))
msg := sprintf("[NET-RULE-03 ¢/Ht] HIO|E M& MEU(%s)0l 2 Internet Gateway A= ¢Z ZX[", |



7.2 HAL BE HESJ3 7|= A HAM (Standard Network Technology BOM)

e ER
Global Edge &
WAF

Core Transit &
Firewall

Hybrid
Interconnect

Kubernetes
CNI &
Dataplane

Ingress &
Service Mesh

Private
Connectivity &
DNS

Network

Observability

Network laC &
Governance

HZ xHed 7= (Engine [
Appliance)

AWS Routeb3 +
CloudFront + AWS WAF
v2

AWS Transit Gateway +
Network Firewall
(Suricata)

AWS Direct Connect (&
10G) + Site-to-Site VPN

Cilium (eBPF Native
Routing / ENI Mode)

Envoy Gateway (K8s
Gateway API) + Istio
Ambient

AWS PrivateLink +
Route53 Resolver
(Inbound/Outbound)

Cilium Hubble + VPC
Flow Logs v5 + PingMesh

OpenTofu [ Terraform +
OPA (Conftest) + Batfish

TLS 1.3/
HTTP/3

eBGP (ASN
64512)

802.1AE
MACsec [ BFD

v1.16.x LTS

v1.1.x | Istio
1.23.x

Split-Horizon
DNS

OpenTelemetry
| Prom

v1.8.x | OPA
v0.68.x

ObF|EiN 2t 3l T4 MY 3

Anycast GSLB, OWASP CRS 3.3, Bot
Control, L3/L4 Shield Advanced

VRF 22
ApplianceMode=enable , DPI/FQDN
Egress ZE&

g HOIE 22,

0|¢lst POP =&, BFD(300msx3)
ZCW A BGP Community M

, ECMP

kubeProxyReplacement=true ,
bpf.masquerade=true , XDP 7},
Secondary CIDR

ZFAO|EF}E ztunnel (HBONE mTLS) ,
SPIFFE ID @I, Waypoint L7 i X|0f

S3/DynamoDB Gateway EP, SaaS/MSA
Interface EP, 2Zg|0]A ZHE I

L3/L4/L7 EE22 O, TCP
Retransmit/DNS X[ HIEZ] 1
e mge

x F7|AZ

HER3 HEA At BN Y AS( NET-
RULE-01~05 ), EtRE! S
2|0|M

g A AE



