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(v{H A7|OF Contract
Hy__{# (=

%I-
H}.sql) 2) A

ECR|
( DROP )/0]
g H3
(

RENAME )

H|5Z. 22| Ui E Y 3|=Eet= M. 2EM M| (5. Deployment, Resilience & Observability View)

5.1 Multi-Node £5Ct E2l Ui X 22| EEZX| 3 2I=M X

o S| ujx] & HEI Mo HA|: B HO{ZH( CI/CD Control Plane )2 Jenkins®t Nexus= HiE FE Hot ki (SSH)S Sl
24 Production WAS Farm )2 Nginx % CS WAS ==( Group A |/ Group B )E £t HOsIH, 2= Embedded
Tomcat QIAEIALE Actuator @A TZEQ Prometheus/Grafana 2E4 AEH0|| MA|ZHHZE]



VIEW 04 - ZERO-DOWNTIME ROLLING DEPLOYMENT TOPOLOGY & EMBEDDED TOMCAT TUNING

(ME H] F5Y 2% T el EBEA W BEY HAE

CI/CD CONTROL PLANE (— PRODUCTION WAS FARM (ROLLING DEPLOY) DATA, PROBE & OBSERVABILITY
Y
L7 TRAFFIC CONTROLLER ACTUATOR HEALTH PROBE
SCM & BUILD CLUSTER ALB / Nginx Reverse Proxy L /actuator/health
GitLab * Jenkins HA Upstream Health Check - Draining Readiness - Liveness £2|

Controller + Build Agents Group A(R¥ %) « Group B(HIE &) mkt DB/Redis €12 U #Z

SonarQube HXN 2AM MH l

SPRING BOOT - EMBEDDED TOMCAT
~—T "  WAS Node 1~N (systemd Service)

max-threads=200 - accept-count=100

BACKEND DATA TIER
RDBMS - Redis Cluster

Flyway otel=gh A7|op oto|dzfo|d
HikariCP AHHM Z 018t E&

ARTIFACT & DEPLOYER J
Nexus 3 - SSH Bastion l
HHOj| =
S3/NAS Blob Storage HAU= GRACEFUL SHUTDOWN & ROLLBACK MONITORING & ALERT
HAY HHE M SSH xHd . | _
SIGTERM Drain (30s) - Instant Revert Prometheus - Grafana
AN Am Al O|F Symlink FAl 23 Micrometer - Loki 21 . &l

HiZ EFH ZE (SLO) - HIZ F o2& 0.00% | 2EEY < 82 | A& E < 15X | Tomcat 7t84 99.95%

LEGEND — Ui® LE/OolE =& 58 —— Nexus OIE|HE HHZE 5! 2FHh 7|S 0] --- Actuator @A Zz2H gl HEZ 2F

View 4 H{E 5 — Multi-Node &t E HiE F2| EZZX| % Embedded Tomcat 2E4 M=

5.2 2=t Egfjzl =2j|o|Y (Draining), Embedded Tomcat £ & A5 Sull M|

2ot 22 i E E2f AQE, Graceful Shutdown & AlE2! 213

A

Al 24
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¢ Embedded Tomcat - JVM - 2FEh I QIX|L|0{E mi2t0[E HMIE (Runtime Tuning Specification)



TOMCAT-
RES-01

TOMCAT-
RES-02

TOMCAT-
RES-03

TOMCAT-
RES-04

a4 39

Embedded
Tomcat AZ|EE

L HUM Y

Graceful
Shutdown I A|
ARHESE A
A

=

DZ=EM JVM |
22| % GC/OOM
Hs 34

Actuator ZE 2
e

(Observability)

application.yml

( server.tomcat.* )

Spring Boot 3.3 +
Linux systemd

OpendDK 21 LTS

( config/env.conf )

Spring Boot Actuator
+ Micrometer

F 8% mf2toje] 3 AKX BM| (Parameter

Specification)

- server.tomcat.threads.max: 200 , min-
spare: 50
server.tomcat.max-connections: 8192 (NIO
Poller Z[Ci SA| 221)
server.tomcat.accept-count: 100 (OS
SYN/Accept CH7|€)
server.tomcat.connection-timeout:

5000ms , keep-alive-timeout: 20000ms

server.shutdown: graceful

spring.lifecycle.timeout-per-shutdown-
phase: 30s

systemd ®%: KillSignal=SIGTERM ,
TimeoutStopSec=40 , SuccessExitStatus=143

-Xms4g -Xmx4g -XX:MetaspaceSize=256m -
XX:MaxMetaspaceSize=512m

-XX:+UseG1GC -XX:MaxGCPauseMillis=100 -
XX:+ParallelRefProcEnabled

-XX:+HeapDumpOnOutOfMemoryError -
XX:HeapDumpPath=/logs/{svc}/dump/

-XX:+ExitOnOutOfMemoryError -
Djava.security.egd=file:/dev/./urandom

- management.server.port: 8081 (2|%F Nginx 0|

LE UR 2L HE)

management.endpoint.health.probes.enabled:
true ( liveness |/ readiness )
- management.metrics.enable.tomcat: true

( tomcat_threads_busy_threads $%!)

aln

(AN}
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H6%E. E= 2lE{Ho|A 9! [ E HIZE] HAM| (6. Standard Interface & Code Specification)

6.1 CI/CD mo| 2}l 5l Ef2lI At i 1 HZ= BIESl (Reference Implementation Templates)

» [Template 1] Spring Boot + Embedded Tomcat ZEI2! 3! Nexus H{ZE ¥ ( build.gradle.kts & application-
prod.yml )

YAML

# File: /app/order-service/config/application-prod.yml

server:
port: 8080
shutdown: graceful # [E] 0t B8 243t (SIGTERM =24l A
tomcat:
threads:
max: 200 ZlCH {7 ABE

ANl QK| EA AFE £
NIO ZCi SA| & =+
AHE T3 Al 0S 2% F 7€ 37|

min-spare: 50
max-connections: 8192
accept-count: 100
connection-timeout: 5000ms

H O B

keep-alive-timeout: 20000ms # QT Nginx keepalive_timeout(15s)EC
max-keep-alive-requests: 1000

basedir: /app/order-service/work # 0S /tmp A& AMH (tmpwatch)E 15t Mul
accesslog:

enabled: true

directory: /logs/order-service

prefix: access_log

suffix: .log

file-date-format: .yyyy-MM-dd

pattern: '%h %1 %u %t "%r" %s %b %D "%{X-Forwarded-For}i" "%{X-B3-TraceId}i"'

spring:
lifecycle:
timeout-per-shutdown-phase: 30s # Graceful Shutdown ZE|CH CHZ| AlZH (30=
jpa:
open-in-view: false

management :
server:
port: 8081 # [Eot] Ze|/HANMI ZE 22| (28 =& X
endpoint:
health:
probes:
enabled: true # /actuator/health/liveness, /actuat
show-details: when-authorized
endpoints:
web:
exposure:
include: health,info,prometheus,metrics, threaddump

o [Template 2] Jenkins M= CI/CD mjo|=z2}Ql ( Jenkinsfile — Git - Gradle - SonarQube - Nexus - Rolling
Deploy)



// File: Jenkinsfile (Declarative Pipeline for Spring Boot + Nexus + Embedded Tomcat)
// S mojZetel SA| HiZ FE Y@X

GROOVY
pipeline {
agent { label 'linux-jdk21-agent' }
options {
timeout(time: 15, unit: 'MINUTES')
disableConcurrentBuilds()
buildDiscarder(logRotator(numToKeepStr: '30'))
['staging', 'prod'], description: 'H{E CHAM ZHA!
'1.4.2', description: 'HiE OIE[HE H{ZE
false, description: '7lZ@ St A3

}
parameters {
choice(name: 'TARGET_ENV', choices:
'"RELEASE_VERSION', defaultValue:
'"ROLLBACK_MODE', defaultValue:

string(name:
booleanParam(name:

'order-service'
'com/company/order'

}
environment {

APP_NAME
GROUP_PATH
NEXUS_BASE_URL

'"https://nexus.internal.company.com/repository/maven-releases'

stage('l. SCM Checkout & Build Info') {
Iparams.ROLLBACK_MODE } }

}
stages {
when { expression {

steps {
checkout scm
sh ", /gradlew --version"
usern

}
stage('2. Unit Test & Fat JAR Package') {
Iparams.ROLLBACK_MODE } }
'nexus-maven-cred',

}
sh "./gradlew clean test bootJar -Pversion=${params.RELEASE_VERSION} -

when { expression {
withCredentials([usernamePassword(credentialsId:
}

steps {
'%% /puild/test-results/test/*.xml'

3
post {
always { junit

3
stage('3. SonarQube Quality Gate') {
Iparams.ROLLBACK_MODE } }
sh "./gradlew sonar -Dsonar.projectVersion=${params.RELEASE_VERSION}"

when { expression {
steps {
withSonarQubeEnv('SonarQube-Enterprise') {

}
5, unit: 'MINUTES') {
waitForQualityGate abortPipeline: true

timeout(time:
usern

Iparams.ROLLBACK_MODE } }
'nexus-maven-cred',

}
stage('4. Publish Immutable JAR to Nexus') {

}

when { expression {
withCredentials([usernamePassword(credentialsId:

sh "./gradlew publish -Pversion=${params.RELEASE_VERSION} --no-daemon"

steps {




3
}
stage('5. Production Approval & Rolling Deploy') {
steps {
script {
if (params.TARGET_ENV == 'prod' && !params.ROLLBACK_MODE) {
input message: "[2Y HiZ 527 ${APP_NAME} v${params.RELEASE_VERSIO!
3
def targetHosts = (params.TARGET_ENV == 'prod') ? ['10.10.20.11', '10.
def actionFlag = params.ROLLBACK_MODE ? "--rollback" : "--deploy"
withCredentials([usernamePassword(credentialsId: 'nexus-maven-cred',6 u
sshagent(credentials: ['was-deploy-ssh-key']) {
for (host in targetHosts) {
echo ">>> Rolling Deploy on Target WAS Node: ${host}"
sh muwn
ssh -o StrictHostKeyChecking=no appuser@${host} \
"/app/${APP_NAME}/bin/deploy-rolling.sh ${actionFl
--version ${params.RELEASE_VERSION} \
--nexus-url ${NEXUS_BASE_URL}/${GROUP_PATH}/${APP
--nexus-user ${NEXUS_USER} --nexus-pass '${NEXUS_
W
}
3
3
}
}
3
3
}

o [Template 3] E}2l WAS systemd O|2 SR U St E HfE.E4 ASRE ( spring-app.service & deploy-

rolling.sh)



INI

# File: /etc/systemd/system/order-service.service

[Unit]

Description=Spring Boot Embedded Tomcat Service (order-service)
After=network-online.target

Wants=network-online.target

[Service]

Type=simple

User=appuser

Group=appgroup

WorkingDirectory=/app/order-service

EnvironmentFile=/app/order-service/config/env.conf

ExecStart=/usr/lib/jvm/temurin-21-jdk/bin/java $JAVA_OPTS \
-jar /app/order-service/current/app.jar \
--spring.profiles.active=prod \
--spring.config.additional-location=optional:file:/app/order-service/config/

KillMode=process

Kil11Signal=SIGTERM

TimeoutStopSec=40

SuccessExitStatus=143

Restart=on-failure

RestartSec=5

LimitNOFILE=65536

LimitNPROC=16384

[Install]
WantedBy=multi-user.target



BASH

#!/usr/bin/env bash
# File: /app/order-service/bin/deploy-ro0lling.sh
set -euo pipefail

APP_NAME="order-service"

APP_HOME="/app/${APP_NAME}"
RELEASES_DIR="${APP_HOME}/releases"
CURRENT_LINK="${APP_HOME}/current/app.jar"
NGINX_DRAIN_FLAG="/etc/nginx/drain/${APP_NAME}.drain"
HEALTH_URL="http://127.0.0.1:8081/actuator/health/readiness"

MODE="${1:---deploy}"
VERSION="${3:-}"
NEXUS_JAR_URL="${5:-}"
NEXUS_USER="${7:-}"
NEXUS_PASS="${9:-3}"

drain_traffic() {
echo "[STEP 6] Draining L7 traffic from current WAS node..."
touch "${NGINX_DRAIN_FLAG}" && sudo /usr/sbin/nginx -s reload
sleep 3

undrain_traffic() {
echo "[STEP 8] Restoring L7 traffic to current WAS node..."
rm -f "${NGINX_DRAIN_FLAG}" && sudo /usr/sbin/nginx -s reload

wait_for_readiness() {
for i in $(seq 1 30); do
STATUS=$(curl -sf "${HEALTH_URL}" | grep -o '"status":"UP"' || true)
if [[ "${STATUS}" == '"status":"UP"' ]]; then
echo "[OK] Embedded Tomcat Readiness UP verified (attempt ${i}/30)."
return 0

fi
sleep 2
done
return 1

rollback_previous() {
PREV_JAR=$(1s -1t "${RELEASES_DIR}"/${APP_NAME}-*.jar | sed -n '2p')
echo "[ROLLBACK] Reverting symlink to previous golden artifact: ${PREV_JAR}"
In -sfn "${PREV_JAR}" "${CURRENT_LINK}"
sudo /bin/systemctl restart "${APP_NAME}.service"
wait_for_readiness && undrain_traffic

if [[ "${MODE}" == "--rollback" ]]; then
drain_traffic
rollback_previous
exit 0

fi



# [STEP 5] NexusOlA =% OIE[HME 2 SHA-256 A3 CHREE & 2ZAY Ofx
TARGET_JAR="${RELEASES_DIR}/${APP_NAME}-${VERSION}. jar"

curl -fSL -u "${NEXUS_USER}:${NEXUS_PASS}" -0 "${TARGET_JAR}" "${NEXUS_JAR_URL}"

curl -fSL -u "${NEXUS_USER}:${NEXUS_PASS}" -o "${TARGET_JAR}.sha256" "${NEXUS_JAR_URL}.sha256
echo "$(cat "${TARGET_JAR}.sha256") ${TARGET_JAR}" | sha256sum -c -

I

# [STEP 6 & 7] E&2fZ Draining - Graceful Shutdown - Symlink {XE Ag - 7|5
drain_traffic

sudo /bin/systemctl stop "${APP_NAME}.service"

1n -sfn "${TARGET_JAR}" "${CURRENT_LINK}"

sudo /bin/systemctl start "${APP_NAME}.service"

# [STEP 8] Readiness EAXNI ZHZ (A Al Xtz Z4i)
if wait_for_readiness; then

undrain_traffic

1s -1t "${RELEASES_DIR}"/${APP_NAME}-*.jar | tail -n +6 | xargs -r rm -f

echo "[SUCCESS] Deployment of ${APP_NAME} v${VERSION} completed with zero downtime."
else

echo "[ERROR] Readiness check failed! Initiating automatic rollback..."

rollback_previous

exit 1
fi

H|7%. o7 |ElM MetM 4= 8l 7|& AEH HA| (7. Architecture Fitness & Tech Stack BOM)

7.1 Ui X mjojm2tol 5l HME(Y XMpHM XH=5 HE 114l (Deployment Fitness Functions)

5E Spring Boot AMH|A 2|ZX|E2|2} EfZ! WAS At = Of2H 5CH HHE Mgt Z24F #2I( DEPLOY-RULE-@1 ~ DEPLOY-RULE-
05 )2 =400 31, Jenkins 0| Z20l AFM HZS (Pre-flight Check) THAIOIA] B 1740|2HE 8t A| BT} ZA| XFCHE],



#&ID

DEPLOY-
RULE-01

DEPLOY-
RULE-02

DEPLOY-
RULE-03

DEPLOY-
RULE-04

DEPLOY-
RULE-05

Y =8HA A

=Ho O

0¥

SEL
Nexus Release
HojMmo| A
SNAPSHOT 2
g HiE ZX|

Embedded
Tomcat
Graceful
Shutdown % &
Al ClEEe| 2ef

oIA
=2T

E}Zl WAS root
A IS 22X AU

H3d 45 ZHl

Actuator 22| I
EZzY

Readiness 2
CEV L

Jenkinsfile ,
build.gradle.kts , Nexus
Repo

src/main/resources/*.yml ,

Git Commit

application.yml , spring-

app.service

spring-app.service ,

deploy-r0lling.sh

application-prod.yml

Sigt o™ X (Violation
Condition)

2 ( prod ) I HFoOf| -
SNAPSHOT O| Z&tE| 7L,
Nexus maven-releases O”
S HH MHHHETL A|ZE Al

application.yml LHE0| &
= DB H|ZHS, JWT Secret,
29 DB IP7} stERLEO] JUS
Al

server.shutdown:
graceful O F2tx|AHL},
systemd TimeoutStopSec
7t Spring timeout-per-
shutdown-phase O[stZ &H

2 Al

systemd {9
User=root = MHE|HL}, HY
T AAZIEON|A sha256sum -

c R4 B0l 4 A

H|=L|A ZE( 8080 )2t
Actuator ZE( 8081 )7| £2|
E|X| @ALE,
probes.enabled: true 7}

HIg-dekE Al

Blocker
(HH= X}
£h

Blocker
(CI XtCH)

Blocker
(CI Xtct)

Blocker
(HHZE X}
£h

Critical
(PR %t
£h



7.2 AL BEE WC HI - 2HEIQ 7|& AEH HA|M (Standard CI/CD & Runtime BOM)

=
T

HI

7l&

Source Control
(SCM)

Cl/CD
Orchestrator

Build & Code
Quality

Artifact
Repository

Application &
Embedded WAS

Java Runtime
(JVM)

Reverse Proxy &
Process
Manager

Health Probe &
Observability

BE M 7=
(Artifact /
Engine)

GitLab
Enterprise /
GitHub
Enterprise

Jenkins LTS
(Controller +
Agent Pool)

Gradle (Kotlin
DSL) +
SonarQube LTS

Sonatype Nexus

Repository
Manager 3

Spring Boot +
Embedded
Apache Tomcat

Eclipse Temurin
OpenJDK

Nginx Stable +
Linux systemd

Spring Boot
Actuator +
Prometheus +
Loki

BZ WA
(BOM)

Git 2.45+
(SemVer 2.0)

v2.462.X LTS

Gradle 8.10/
Sonar 9.9

v3.70.x

Boot 3.3.x/
Tomcat 10.1.x

Java 21LTS

Nginx 1.26 /
RHEL 9

Micrometer
113.x

OpF[EiN gt 3l T4 7Y 3

Protected Branch( main , release/* ), Merge
Request Z=2|5, Webhook E2|7

Declarative Pipeline( Jenkinsfile ), Credentials
Binding, SSH Agent, RBAC £2! #[0|E

spring-boot-gradle-plugin , JUnit 5 FHZ|X|
(JaCoCo = 80%), maven-publish =2{12l

maven-central-proxy , maven-snapshots ,
maven-releases (Redeploy 2Xl, SHA-256 A3)

Executable Fat JAR,
server.shutdown=graceful , NIO
Connector( max-threads=200 )

-Xms4g -Xmx4g -XX:+UseG1GC , -
XX:+HeapDumpOnOutOfMemoryError , -
XX:+ExitOnOutOfMemoryError

Upstream Draining( keepalive 64 ), SIGTERM
Q05 Z=2( TimeoutStopSec=40 ), 1n -sfn
Symlink A&t

e ZE 22|( 8081 ),
/actuator/health/readiness , Tomcat A2|=/
AH4M HEZ 31 JSON 21 1



